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The Kerf Toolkit for
ot .
[IntruSIon Analysis

by Javed Aslam, Sergey Bratus, David Kotz, Ron Peterson, and Daniela Rus

security concern for system administrators every-

where. Existing Intrusion Detection Systems (IDSs),
whether based on signatures or statistical learning of nor-
mal behavior, give too many false positives, miss intrusion
incidents, and are difficult to keep current with all known
attacks. Although recent high-level correlation tools have
improved the quality of alerts to system administrators
[1], [2], IDSs have a limited success rate, tend to detect
only known attack types, and ultimately result in only an
alert message to a human administrator. (In this paper, we
will not discuss the relatively recent development of Intrusion
Prevention Systems, that offer active response to an intrusion
without human intervention). Thus human experts are still
required to analyze the alert (and related data) to deter-
mine the attack’s exact nature. Human experts are also
the key tool for identifying, tracking, and disabling new
attack forms. This work often involves experts from several
organizations working together to share their observations,
hypotheses, and attack signatures. Unfortunately, few tools
help these experts in the process of analyzing log data.

To alleviate this situation, we developed the Kerf tool-
kit (so named for a kerf, which is the slit made by a saw as
it cuts through a log). Its goal is to provide an integrated
set of tools that aid system administrators in analyzing
the nature and extent of an attack and then communicat-
ing the results to other administrators or law-enforcement
agencies. Kerf contains semi-automated tools that help
system administrators identify attack characteristics based
on data from network and host-based sensors, develop a
hypothesis about an attack’s nature and origin, express
and share that hypothesis with security managers from
other sites (without sharing actual log data, which may
be sensitive for their organization), test the hypothesis at
other sites, and coordinate the testing results.

N etwork-based intrusions have become a significant

Kerf and intrusion analysis

Picture the typical System Administrator, responsible for
a collection of hosts on one or several organizational sub-
nets. Each host logs its activity using the Unix syslog facil-
ity or the Windows Event Logging service. An IDS monitors

some or all hosts—possibly the entire network—and gener-
ates and logs alerts about potential attacks. Once a system
administrator discovers an attack, he or she must put on an
analyst hat and further investigate (see Figure 1).

Kerf is intended to assist in this investigation, com-
monly referred to as intrusion analysis, after an attack is
detected. We assume that correct and complete host and
network logs are available, up to a point. To ensure this,
Kerf includes agents installed in monitored machines that
forward encrypted log records to a secure, off-host logging
server (see Figure 2). The analyst goal, then, is to recon-
struct evidence of an attack from individual event records
in the available logs.
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Figure 1: Overview of Kerf physical architecture
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Figure 2: Overview of Kerf software architecture

The analysis process is inherently interactive: an ana-
lyst begins with a vague mental hypothesis about what
happened and then uses Kerf tools to test and revise that
hypothesis (see Figure 3).

The process is also inherently iterative: each new piece
of information permits the analyst to revise the hypoth-
esis and explore further. The hypothesis is refined, as
information that partially confirms it is discovered, and
is expanded, as the analyst tries new approaches that
broaden the investigation. The result is a specific hypoth-
esis about an attack’s source and nature and the concrete
evidence to support the hypothesis.

Many tools for parsing text-based system logs cur-
rently available to system administrators [3], [4], [S] rely
on extensions of regular expressions, which require syntac-
tically complex constructions to search logs for relevant
entries or to extract relevant parameters from them. This,
in turn, often requires writing ad hoc scripts to correlate
events from different logs or hosts. A number of tools
that store parsed logs in relational databases, such as the
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Figure 3: Hypothesis refinement: the Kerf approach

Microsoft LogParser [6] (for which Burnett [7] is an excel-
lent tutorial), permit users to express certain correlations
in the form of Structured Query Language (SQL) queries
with joins, but such expressions very quickly tend to grow
intractable. In such conditions, any systematic recording
of hypotheses, actions, and results for later study becomes
very difficult. Because the analysis process is difficult and
tedious, most system administrators can’t fully explore
and understand an attack or document it so that others
can study it. Kerf aims to make intrusion analysis more
efficient by providing the following:
B A secure mechanism for network and host logging
to a dedicated log server, which keeps the logs’
records in a relational database

B A correlation engine that accepts queries in
SawQL, a domain-specific extension of SQL that is
designed to concisely describe sequences of records
correlated on their various parameters including
their timestamps
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B The PatternHelper tool to help a user write patterns
for extracting parameters from free text-log formats,
such as UNIX syslog

B A User Interface (UI) front end, Landing, that
adaptively organizes large result sets from SawQL
queries for more convenient viewing and analysis
and permits a user to attach his or her own tags to
records; in particular, to mark them as “suspicious”
or “innocuous”

B The Hypothesis engine (under development) that
aids a user with query generalization and refine-
ment by learning from user feedback and adjusting
the application’s data organization algorithms or by
suggesting new queries

Event correlation

It is natural to describe an intrusion as a sequence of
events, some of which leave their traces in the form of
records in various logs. These records are likely to be cor-
related on some parameters (e.g., the corresponding events
may originate from or take place on the same host or may
involve a logged common value associated with some pro-
tocol). Even more likely, they will be correlated on time
(e.g., one event occurs before or after another, within a
short period of time).

SawQL, the SQL-based Kerf query language, permits
convenient expression of relative or absolute temporal and
parameter correlations at the same time that it abstracts
away the gory details of database joins. Thus queries
in SawQL naturally represent sequences of correlated
events and can be used to express and share hypotheses.
Examples of SawQL expressions that describe actual intru-
sions can be found on the Kerf project Web site. 8]

Data organization and presentation

In the practice of intrusion analysis, there inevitably
occurs a scenario in which a query returns many screen-
fuls of matching log records; each of which are full of
diverse records; refining the query appears possible only
after the majority of these records have been examined. In
such situations, automated data organization algorithms
that attempt to summarize and classify the data can
save an analyst time and effort. Kerf uses entropy-based,
recursive data organization algorithms to produce a tree-
form representation of query results every time the results
exceed a user-defined threshold size.

More precisely, the records are grouped by the unique
values of their parameters. The order of grouping is chosen
adaptively, based on the distributions of values of each
parameter across the given result set. The resulting groups
correspond to intermediate nodes of the tree, which are
marked with the parameter values common to all records
contained under a node. Thus the upper levels of the tree
serve as a summarization of the result set.

An important side effect of this grouping method is
that it will likely highlight “abnormal” events, which are
of greatest interest in attack analysis. The data organiza-
tion algorithm is tuned to produce trees of moderate
depths and branching factors to aid the following typical
tasks:

B Discovering the actual composition of result sets

B Understanding the distribution and ranges of select-
ed parameter values and finding subsets of records
with anomalous values

B Navigating to subsets of interest

B Extracting subsets of interest for use with another
query

The snapshot in Figure 4 below shows a set of 1357
Snort portscan alerts, grouped first by destination port and
then by source and destination IPs in Frame (A). Frame (B)
summarizes the value ranges of other parameters in the
selected group. Both Frames (A) and (B) can be used for
user tagging of groups or individual records (not shown).
Frame (C) accepts commands in an internal scripting lan-
guage, and Frames (D) and (E) show status messages.

A user can add levels of grouping or define his or her
own classification tree templates, bypassing the algorithm
entirely or running it only on subtrees of a pre-defined
classification. This method is useful in cases when the
overall expected structure of the log data is well under-
stood, whereas seeing where a new batch of records ends
up in a pre-defined classification may provide a useful
clue. All user operations on a dataset can be recorded and
replayed on other comparable result sets. A user can also
directly define his grouping and classification rules in an
internal template language.

Kerf users will notice that the simplest operations on
group nodes of a tree (i.e., subsets of the result set) are func-
tionally similar to UNIX command chains—*“grep ... | sort
| uniq -c | sort -n” or “select distinct ... group by ... order by ...”
statements of SQL environments—while providing much
more flexibility in defining and connecting the filters and
in keeping all records within a common and reusable clas-
sification framework.
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Figure 4: Application snapshot

An example of adaptive data organization

The following example shows how adaptive data orga-
nization can elucidate the structure of a moderately sized
result set at a single glance. Here, a flat list of authentica-
tion records from an actual UNIX system log, selected by a
simple query without correlation, is presented as an adap-
tively constructed tree. The user is a System Administrator
who is concerned with logins from the network of a
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certain Internet Service Provider (ISP) and wants a brief
summary of failed and successful logins. A query for login
events from *.isp.net returns some 600 records.

Subsequently, it is determined that all logins originated
from two legitimate users who happened to inhabit dis-
tinct dynamic IP ranges, one of whom was prone to typos.
The feature pair (user, host) was found by the data-organi-
zation algorithm to produce the best tree form. The user
was thus presented with a 12-line summarization of the
600-line result set. It also became clear that most logins
came from one user and his login records were further
grouped by month. (See Figure 5.)
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Figure 5. Treeview, some nodes expanded. The Kerf module
for adaptive display of query results chose this summarization
of the 600+ login events from *.isp.net.

Work in progress

In the near term, we plan to extend our system to
handle other types of logs; in particular, IDS logs in the
Intrusion Detection Message Exchange Format (IDMEF)
and kernel audit logs, such as Sun Solaris BSM [9] and
Linux Snare [10] and Syscalltrack. [11]

In the long term, a major goal of the Kerf project is to
provide semi-automated tools to aid an analyst in hypoth-
esis generation, refinement, archiving, generalization, and
extrapolation. To this end, we are developing the following:

B A hypothesis engine, consisting of a hypothesis-

generation module to assist a user in formulating
the initial hypothesis

B A hypothesis-refinement module to assist in modi-
fying the initial hypothesis to better target suspi-
cious behavior

B A hypothesis-sharing module to assist in tak-
ing the final hypothesis and archiving it for later
use, extrapolating it for other specific users and
domains, and generalizing it for wider applicability

We expect our new algorithms and tools to be a
unique contribution to the current state of intrusion
analysis, by automating the existing best-of-breed analy-
sis practices, and offering new powerful and flexible data
organization techniques.
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“IATAC Spotlight on Research—Dartmouth”

has been engaged in identifying and addressing critical
research areas required in cyber security and critical-infra-
structure protection. One result of its efforts is the I3P
cyber security Research and Development (R&D) agenda,
which identifies critical gaps in cyber security and pro-
vides a list of recommended research priorities. [7]

The I3P Consortium recently launched two major
cyber-security research projects that involve half the I3P’s
member institutions. Over the next two years, research
teams will focus on developing models, tools, and tech-
nologies to protect SCADA systems used in the oil and
gas industry and to gain a better understanding of the
economic factors influencing cyber-security decisions. The
first project, launched in March 2005 and led by Sandia
National Laboratories, is an $8.5M effort to identify
SCADA vulnerabilities and the interdependencies between
SCADA systems and other critical infrastructures. [8]
Researchers will develop metrics and models for assessing
and managing SCADA security and will create next-gen-
eration SCADA systems with built-in security. The second
research initiative, led by the RAND Corporation and
worth $3M over two years, will help quantify the costs
of cyber attacks and measure the effectiveness of current
security tools and policies. [9]

I3P also supports a fellowship program designed
to increase the number of cyber-security experts and
researchers to fill the gap areas it has identified. [10] This
program provides up to $150,000 in financial support for
successful applicants. Five fellows are appointed each year,

and the fellows are required to conduct research at one of
the I3P member organizations. To be eligible for the pro-
gram, research candidates must have received their doctor-
ate no more than three years ago and have strong back-
grounds in fields related to the gap areas. While the 2005
fellows have already been determined, a call for proposals
will be released later this year for the 2006 program. Bl
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