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THPC theorg connection

+» Parsers: Eliminating strings, introclucing types for the rest

of the program
* consuming strings, constructing we”~t9[:>ec1 objects

+ Entire classes of weaknesses are due to incorrect string

elimination (misrecognition) or creation of wrong tgpes

* E.g.: X509 Bignum emitted into a narrow integer
clesPite its correct recognition as a string (string IS

eliminatecL fixnum is introduced instead of a bignum).
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Verification connection

* Parsers enable PFOOFS b}j Creating WC”‘-"FOFH‘ICCJ

pre—-conditions For Program correctness Proo?s

+ verified compilers: from ASTs onward

* VCFiﬁCCl Parsers are rare (CXPIOVEEB]DIC Parsers are
not ))

© Verhcging parsers has the biggest securitg gain

Potential (1.e., almost every crafted iﬂl:)ut vuln)
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More themes this year

Correctness—-securitg gap
HeaP allocator semantics
Automatic synthesis of grammars
| owering parser verification costs

Rust, UﬂparsersJ Session languages & more!
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