
CS 50:
Software Design and Implementation

Software specifications
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Software development overview
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Feedback

• Common understanding of terms, customer’s needs
• Regulatory, standards bodies, industry group needs

Customer Developer

• The “shalls”
• Requirements spec: functionality, cost, performance goals
• Design spec: inputs/outputs, functional decomposition, pseudo code
• Implementation spec: define APIs, interfaces, test plan

• Turn specifications into working code
• Correctness
• Clarity/Simplicity
• Generality
• Performance

• Unit testing
• Integration testing
• Regression testing
• Fuzz testing
• Acceptance testing

• Demonstrate progress
• Incorporate customer feedback
• Avoid scope creep!

Today’s focus
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Agenda

1. Procurement

2. Specifications

3. Activity
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Procurement overview

Make vs 
buy

Make

Internal 
staff
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company
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The first decision when a new software 
system is needed is to MAKE or BUY

Pros
• Highly customizable
• Solves company’s 

unique problem
• Own code base (what if 

external developer 
goes out of business?)

• Fits with other tools

Cons
• May be more 

expensive
• May need to hire 

employees with the 
right skill set

Pros
• Fast implementation 

time
• May have lower cost
• Vendor maintains 

software

Cons
• Code may belong to 

vendor (unless agreed 
otherwise)

• Get updates at 
vendor’s pace

• Operational support 
may be unclear

New software system

MAKE BUY

Code escrow:
• Vendor puts code in repo where 

customer can get it if vendor goes 
out of business

• Good idea?
• Not practical for non-trivial systems
• Should you do it?
• YES! (be realistic about what you get)Adapted from https://codeit.us/blog/build-vs-buy-software

Make vs 
buy

Make

Internal 
staff

External
company

Buy
Configure

Customize

Which should you do?
No hard and fast rules!
I normally prefer to buy unless
• Company has unique need 
• This software gives us a 

competitive advantage 
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Procurement overview

Make vs 
buy
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If decision is to MAKE, then the next 
decision is who should do the work

Customer decides to MAKE
Step 1: choose developer

• In-house staff
• External developer

External development company
• RFP: Customers write detailed specs 

of what needs to be completed
(government projects!)

• RFI: Specs are more open-ended, or customer may 
not yet be sure of specs, looking for approaches

• Companies write proposals on why they should do 
the work, competing to win contract
• Tout extensive expertise in the industry or area 

of project
• Normally estimate time and costs

• Customer ultimately selects a company to do the 
work after a “bake off”

Internal staff
• Identify staff who will work on project
• Opportunity cost for other projects (lab time 

discussion)
• Identify any hardware or software that must be 

purchased

MAKE
Make vs 

buy

Make

Internal 
staff

External 
company

Buy
Configure

Customize

RFP: Request For Proposal
RFI: Request For Information
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If the decision is to BUY, then the next 
question is to CONFIGURE or CUSTOMIZE

• Large systems (think ERP or 
CRM) can often be configured 
to a large degree

• Even so, there are limits to:
• What the software can do
• What the vendor is 

willing to do

Pros
• Cheaper and faster

Cons
• Often better off changing 

business to fit software than 
changing software to fit 
business

CONFIGURE

• Vendor creates 
extensions/modifications can be 
made to existing software to fit 
business needs

• Might be able to get license for 
internal developers to 
extend/modify system

Pros
• Get software that fits business

Cons
• Vendor support multiple versions
• Vendor may not build exactly 

what customer wants
• Customizations need to update 

when software updates

CUSTOMIZE

Which should you do?
I prefer configuration 
when appropriate for 
business needs

BUY
Make vs 

buy

Make

Internal 
staff

External 
company

Buy
Configure

Customize

ERP = Enterprise Resource Planning
CRM = Customer Relationship Management
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Best of breed components vs integrated 
system

Shipping

CRM

Manufacturing
HR

Legal

Best of breed

Pros
• Better targeted solutions – can choose products 

with rich functionality
• Easier for vendors to be the best in their area if they 

do one thing (hard to be the best at everything!)
• Access to the latest technology
• Modular application maintenance may reduce 

company disruptions

Cons
• Likely need to integrate components yourself
• Brittle – if components change, must re-integrate

Adapted from https://www.mapcom.com/blog/best-of-breed-vs-monolithic-systems-finding-the-best-software-solutions-philosophy/

Shipping

CRM

Manufacturing
HR

Legal

Integrated solution

Pros
• One vendor – “Jack of all trades” system 

with everything under one umbrella
• Components designed to work together
• Unified support – “one throat to choke”

Cons
• Probably not the best at anything if trying to 

do everything
• Tied to a single ecosystem – committing to 

one system and their technology roadmap 
for the entire company

Which should you do?
• I’ve done both
• I don’t have a good answer
• My best advice: if it 

doesn’t give you a 
competitive edge, lean
toward integrated solution 
(slightly fewer operational 
headaches)
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Agenda

1. Procurement

2. Specifications

3. Activity
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Three specifications are commonly used to 
describe a software project

Requirements

Design

Implementation

What needs to be done

What modules are needed 
and how do they fit together

Specifics of how modules will 
be implemented
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Requirements specification attempts to 
capture what the customer wants built

Requirements spec
• Goal: capture what the customer wants built
• Attempts to provide common understanding between customer and developer
• Defines terms, assumptions, and limitations
• Shall means will
• Often addresses:

• Functionality - what should the system do?
• Performance - goals for speed, size, energy efficiency, etc.
• Compliance - with federal/state law or institutional policy
• Compatibility - with standards or with existing systems
• Security - against a specific threat model under certain trust assumptions
• Cost – what should the system cost to build?
• Timeline - when will various part of the system be completed?  what are the 

deadlines?
• Hardware/software - what hardware or software must be purchased or provisioned?
• Personnel - who will work on this project (or at least what skills are required e.g.,      

C programmer, database admin)?

Requirements

Design

Implementation
Technique: have the 
customer say back to you 
what needs to be done
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Crawler requirements spec gives big 
picture, “shall do”, and definitions

Define terms, assumptions, 
and limitations

Define what the 
system shall do

Big picture description

You will write your own 
requirements spec in future labs

Requirements

Design

Implementation
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The design specification describes 
subsystems in a hardware agnostic way

Design spec
• Goal: describe needed modules of solution

• Hardware agnostic
• Gives data flow through modules

• Often provides:
• User interface
• Inputs and outputs
• Functional decomposition into modules
• Pseudo code for logic/flow
• Major data structures
• Error handling and recovery
• Testing plan

Requirements

Design

Implementation
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Crawler design spec

User interface
• Here only command line
• Real project may include 

screen mockups

Inputs and 
outputs

Modules needed

Requirements

Design

Implementation
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Crawler design spec (continued)

High-level pseudo 
code for stitching 
modules together

Generally not 
algorithm specific

Major data structurers
For crawler we will use Lab 3

Test plan
• How will you know if the 

code works are expected?

Requirements

Design

Implementation



17

The implementation specification describes 
how modules will be implemented

Implementation spec
• Goal: describe modules in language, operating system, and hardware 

dependent manner
• Often includes:

• Detailed pseudo code for each of the objects, components, and 
functions

• Definition of detailed APIs, interfaces, function prototypes and 
their parameters

• Data structures (e.g., struct names and members),
• Security and privacy properties
• Error handling and recovery
• Resource management
• Persistent storage (files, database, etc).
• Detailed testing plan

Requirements

Design

Implementation
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Crawler implement spec

Data structures 
(here from Lab 3)

Details on individual 
functions

Requirements

Design

Implementation
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Crawler implement spec (continued)

Details on individual 
functions

Function prototypes (e.g., 
an Interface in Java)

Error handling

Unit, regression, and 
integration test plan

Requirements

Design

Implementation
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