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Emanations can be intentional or 
unintentional

Unintentional
Side channel: information leaks accidentally via some medium not 
intended for communication

Example: Use audio to recover RSA private key

Intentional
Covert channel: a deliberate leak via some medium not intended 
for communication

Example: Use screen brightness on computer to exfiltrate message 
without detection

Adapted from Anderson, Ross. Security engineering: a guide to building dependable distributed systems. John Wiley & Sons, 2020.
https://thehackernews.com/2020/02/hacking-air-gapped-computers.html
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Emission security (EMSEC) attempts to 
prevent compromising emissions

EMSEC is part of the broader COMSEC
• Control emissions to prevent observation
• Military aircraft going radio silent after crossing FEBA
Tempest
• Stray RF emissions picked up by opponent and 

information reconstructed
• Also refers to shielding equipment from such attacks
Interference
• Electromagnetic compatibility (EMC)/interference (EMI)
• Radio Frequency Interference (RFI)/crosstalk
• Electromagnetic Pulse (EMP)

Examples

Adapted from Anderson, Ross. Security engineering: a guide to building dependable distributed systems. John Wiley & Sons, 2020.
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SCIFs are facilities designed to protect 
against bugs and side channel attacks

Sensitive Compartmentalized 
Information Facility (SCIF)
• Physical access tightly 

controlled
• Must have appropriate 

security clearance to enter
• Shielded against side channels
• Regularly swept/monitored 

for bugs

Adapted from Anderson, Ross. Security engineering: a guide to building dependable distributed systems. John Wiley & Sons, 2020.
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Bugs capture audio, video, and/or 
keystrokes

• Simple bugs use AM or FM
• Battery driven, last days/weeks
• Cost a few dollars
• Easy to detect?

• Great Seal bug
• Resonate cavity acted 

as microphone
• Worked when hit by RF

• Laser microphone
• Shines laser against windows
• Accurate distance measurement 

detects vibrations caused by speech
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Laser microphone demo

https://www.youtube.com/watch?v=1zGU_30l6eU&start=270
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Laser microphone demo

https://www.youtube.com/watch?v=1zGU_30l6eU&start=270 Countermeasures?
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Bugs can be found in unexcepted places, 
but not always by design!

• Keystroke logger
• Inserted into cable on desktop
• Hard to discover

• Furby toy listens and randomly 
repeats conversations

• Banned by NSA
• Cayla talking doll banned in 

Germany, could talk to children

• Roomba maps home
• Can pick up voice conversations

Sami, Sriram, et al. "Spying with your robot vacuum cleaner: eavesdropping via lidar sensors." Proceedings of the Conference on Embedded Networked Sensor Systems (Sensys). 2020.
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The greatest bug might be one you are 
probably carrying right now!

• Phone has many sensors (microphone, 3 radios, 
accelerometer, light sensor, battery indicator)

• Many academic papers use accelerometer or 
microphone to determine keystrokes

• Reflections of screen from glasses or eyeballs 
can reveal keystrokes1

• Battery level can indicate route of travel2
• Generally, assume the phone is infected with 

malware

[1] Raguram, Rahul, et al. "iSpy: automatic reconstruction of typed input from compromising reflections." Proceedings of the ACM conference on Computer and communications security. 2011.
[2] Michalevsky, Yan, et al. "Powerspy: Location tracking using mobile device power analysis." USENIX Security Symposium (USENIX Security). 2015..
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To be useful, bugs must exfiltrate their data

Sometimes data is stored 
locally on the bug 

Adversary returns later to 
retrieve it

Often data is transmitted using 
Radio Frequencies (RF)
• AM
• FM
• Wi-Fi
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Technical Surveillance Countermeasures 
(TSCM) can detect RF data exfiltration

Bug sweeps
• Surveillance receivers 

o Sweep radio spectrum 
from about 10KHz to 6 
GHz every few seconds

o Look for unexplained 
signals

o Problems with 
frequency hoppers, 
spread spectrum, burst 
transmitters, LPI

• Non-linear junction 
detectors (NLJD)
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Wireless cameras can often be detected 
from their communications

Cameras
• Airbnb room sometimes have 

hidden cameras1

• Visual search looking for 
anything out of place

• Detect cameras by looking for 
glint from lens

• Look for camera video feeds 
from known camera 
manufacturers (OUIs)2

[1] https://nymag.com/intelligencer/2017/11/you-should-probably-check-your-airbnb-for-hidden-cameras.html
[2] https://null-byte.wonderhowto.com/how-to/hack-wi-fi-disabling-security-cameras-any-wireless-network-with-aireplay-ng-0185435/

If you discover a hidden camera:
• Call the authorities
• Possible to execute a deauthentication attack to 

repeatedly knock camera off Wi-Fi (dropkick.sh)
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Wi-Fi cameras (or other devices) can be 
taken offline easily

https://www.youtube.com/watch?v=kXm8f9fhaxQ&start=349
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Tempest: spying on leaking emissions; Van 
Eck phreaking is a famous example
Tempest covers sound and vibrations, but is often 
thought of as related to RF

Wim Van Eck published research that 
reconstructs text displayed on a CRT from 
leaky RF
• Electron gun moves across screen hits 

phosphors on screen with electron to 
light up

• Creates emanation that can be picked 
up remotely

• Through walls, via sprinkler pipes, 
power lines

Van Eck, Wim. "Electromagnetic radiation from video display units: An eavesdropping risk?." Computers & Security 4.4 (1985): 269-286.
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Flat screens often considered to be 
immune from Van Eck attacks, but are not!19.3. PASSIVE ATTACKS
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Figure 19.1: – RF signal from a Toshiba laptop reconstructed several rooms
away, through three plasterboard walls (courtesy of Markus Kuhn [1074]).

- 12dB’ criterion means that a voting machine should not leak any data on what
vote was cast to an eavesdropper 5 meters away. Zone 2 and Zone 3 mean 120
and 1200 meters respectively. Technical details of zoning were briefly published
by the Germans in 2007, as [333]. This document was then withdrawn, perhaps
because the Americans objected. But everything in it was already in the public
domain except the zone limit curves, which are worst-case relative attenuations
between distances of 20m, 120m and 1200m from a small dipole or loop antenna,
taking into account the di↵erence between nearfield and farfield dropo↵. Any
competent RF engineer can reverse engineer the rest of it.

The zone system has come into wide governmental use since the end of the
Cold War slashed military budgets. Governments faced up to the fact that there
are almost no attacks, except on high-value targets to which an opponent can
get really close, such as diplomatic missions. The Snowden papers revealed that
the US’s principal Tempest target was the UN diplomatic missions in New York,
and even there, such techniques were only used against the handful of nations
whose computers couldn’t be compromised using malware.

Governments realised they had been wasting billions on shielding everything,
and cost cuts forced them to use commercial o↵-the-shelf (COTS) equipment for
almost everything. COTS equipment tends to be zone 2 when tested, with some
particularly noisy pieces of kit in zone 3. By knowing which equipment radiates
what, you can keep your most sensitive data on equipment furthest from the
facility perimeter, and shield stu↵ only when you really have to. Zoning has
greatly cut the costs of emission security.

Markus Kuhn and I developed a lower-cost protection technology, called ‘Soft
Tempest’, which was deployed for a while in some products, from email encryp-

Security Engineering 582 Ross Anderson

Anderson, Ross. Security engineering: a guide to building dependable distributed systems. John Wiley & Sons, 2020.

Attacker must be 
close physical 
proximity

Cannot exploit over 
the Internet

Tempest zones

Text recovered from Toshiba 
laptop via RF emanation

Zone Range

0 1 meter

1 20 meters

2 120 meters

3 1200 meters

Most 
commercial 
equipment

Expensive
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Timing attacks are another side channel; 
RSA keys can be recovered
RSA exponentiation done one bit at a time
• If bit =1, then multiply
• Faster if bit=0 than if bit=1
• Guess exponent one bit a time
• Measure time
• Repeated decrypt observations reveals the private key
• OpenSSL private key guessed in 1 million decryptions 

on Apache servers
• Can use blinding to defeat attack (OpenSSL had it, 

Apache didn’t use it)

Brumley, David, and Dan Boneh. "Remote timing attacks are practical." Computer Networks 48.5 (2005): 701-716.

Anderson, Ross. Security engineering: a guide to building dependable distributed systems. John Wiley & Sons, 2020.

Symmetric algorithms also vulnerable to timing attacks
• Cache misses
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Power usage can also be exploited
Power analysis (rail noise analysis) measures power draw
• Simple to implement 
• Put resistor on ground line and connect digital scope 

to observe current draw
19.4. ATTACKS BETWEEN AND WITHIN COMPUTERS
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Figure 19.11: plot of the current measured during 256 single attempts to guess
the first byte of a service password stored in the microcontroller at the heart of
a car immobilizer (courtesy of Markus Kuhn and Sergei Skorobogatov).

Di↵erent instructions have quite di↵erent power profiles, and, as you can
see, the power consumption also depends on the data being processed. The
main data-dependent contribution in many circumstances is from the bus driver
transistors, which are quite large (see the top of Figure 18.7). Depending on the
design, the current may vary by several hundred microamps over a period of sev-
eral hundred nanoseconds for each bit of the bus whose state is changed [1261].
Thus the Hamming weight of the di↵erence between each data byte and the
preceding byte on the bus (the transition count) is visible to an attacker. In
some devices, the Hamming weight of each data byte is available too [1265].
EEPROM reads and writes can give even stronger signals. If a wrong PIN
guess leads to a PIN-retry counter being decremented, this may cause a sharp
increase in current draw as a charge pump prepares to write memory (at this
point, an attacker might even reset the card and try another PIN).

The e↵ect of this leakage is not limited to password extraction. An attacker
who understands (or guesses) how a cipher is implemented can obtain significant
information about the card’s secrets and in many cases deduce the value of the
key in use. This was brought forcefully to the industry’s attention in 1998 by
Paul Kocher, when he adapted the signal-processing ideas developed for timing
attacks into an e�cient technique to extract the key bits used in a block cipher
such as DES from a collection of power traces, without knowing any implemen-
tation details of the card software [1037]. This technique, known as di↵erential

Security Engineering 587 Ross Anderson

Guess password one byte at 
at a time

Home in on correct password 
by watching current draw

Anderson, Ross. Security engineering: a guide to building dependable distributed systems. John Wiley & Sons, 2020
Clark, Shane S., et al. "Wattsupdoc: Power side channels to nonintrusively discover untargeted malware on embedded medical devices." HealthTech. 2013.

Another use: detect malware 
on medical equipment
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Glitching involves introducing 
unanticipated inputs into a chip

Glitching involves injecting a short transient voltage at 
just the right time
• Typically ranges 1V to tens of volts
• Normally only lasts a few nanoseconds
• Can disrupt chip operation
• Skip a few lines of boot code
• Skip authentication step (e.g., skip code that asks 

for pin)
• Examples: Xbox 360 and PlayStation
• Only need an FPGA and hobbyist hardware

https://www.invia.fr/pages/tutorials/how-a-voltage-glitch-attack-could-cripple-your-soc-or-mcu-and-how-to-securely-protect-it.aspx



23

Glitching can also be done using a laser 
against Google Home and Amazon Alexa

Target MEMS 
microphone with 
laser

Can inject voice 
commands from 
across the street

Research project 
called Light 
Commands

Sugawara, Takeshi, et al. "Light commands: laser-based audio injection attacks on voice-controllable systems." USENIX Security. 2020.
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Light Commands demo

https://www.youtube.com/watch?v=ozIKwGt38LQ&start=520



25

Optical side channels are more than just 
shoulder surfing!

Kuhn read information on screen 
from light on face and shirt1

Snowden says this was used to 
spy on foreign embassies (code 
name Ocean)

Nassi and colleagues recovered 
speech and music from 
vibrations in hanging lightbulb2 

(MIT did it 6 years ago with a bag 
of potato chips3)

[1] MG Kuhn, “Optical Time-Domain Eavesdropping Risks of CRT Displays” in IEEE Symposium on Security and Privacy (2002)
[2] B Nassi, Y Pirutin, A Shamir Y Elovici, B Zadov, “Lamphone – Real-Time Passive Sound Recovery from Light Bulb Vibrations” BlackHat USA (2020)
[3] https://news.mit.edu/2014/algorithm-recovers-speech-from-vibrations-0804

6

Fig. 6. Experimental setup - A telescope is pointed at an E27 LED bulb (12
watts). A Thorlabs PDA100A2 electro-optical sensor [14] (which consists of
a photodiode and converts light to voltage) is mounted on the telescope. The
electro-optical sensor outputs voltage that is sampled via an ADC (NI-9223)
[15] and processed in LabVIEW. All of the experiments were performed in a
room in which the door was closed door to prevent any undesired side effects.

Fig. 7. Output obtained from the electro-optical sensor (the internal gain of
the sensor was set at 50 dB) from various ranges.

measurements (that were collected from one second of sam-
pling) and averaging the results. The frequency response as a
function of the average peak-to-peak difference is presented
in Figure 4. The results presented in Figure 4 reveal three
interesting insights: the average peak-to-peak difference for
the angle of the bulb is: (1) very small (0.005-0.06 degrees),
(2) increases as the volume increases, and (3) changes as a
function of the frequency.

Based on the known formula of the spherical coordinate
system [16], we calculated the 3D vector (x,y,z) that represents
the peak-to-peak vibration on each of the axes (by taking the
distance between the ceiling and the bottom of the hanging
bulb into account). We calculated the Euclidean distance
between this vector and the vector of the initial position. The
results are presented in Figure 4 which shows that sound
affected the hanging bulb, causing it to vibrate in 300-950

TABLE II
LINEAR EQUATIONS CALCULATED FROM FIGURE 7

Distance Linear
Equation

Expected Voltage Difference
at 0.3 mm at 1 mm

200-300 y = -0.01x + 5.367 0.0003 0.001
300-420 y = -0.0062x + 4.3371 0.000186 0.00062
420-670 y = -0.0055x + 4.037 0.000165 0.00055
670-830 y = -0.0018x + 1.59 0.000054 0.00018

microns between the range of 100-400 Hz.
2) Capturing the Optical Changes: We now explain how at-

tackers can determine sensitivity of the equipment (an electro-
optical sensor, a telescope, and an ADC) needed to recover
sound based on a bulb’s vibration. The graph presented in
Figure 4 establishes a criterion for recovering sound: the
attacker’s system (consisting of an electro-optical sensor, a
telescope, and an ADC) must be sensitive enough to capture
the small optical differences that are the result of a hanging
bulb that moves in 300-950 microns.

In order to demonstrate how eavesdroppers can determine
the sensitivity of the equipment they will need to satisfy the
abovementioned criterion, we conduct another experiment.

Experimental Setup: We directed a telescope at a hanging
12 watt E27 LED bulb (as can be seen in Figure 6). We
mounted an electro-optical sensor (the Thorlabs PDA100A2
[14], which is an amplified switchable gain light sensor that
consists of a photodiode, used to convert light to electrical
voltage) to the telescope. The voltage was obtained from the
electro-optical sensor using a 16-bit ADC NI-9223 card [15]
and was processed in a LabVIEW script that we wrote. The
internal gain of the electro-optical sensor was set at 50 dB.
We placed the telescope at various distances (100, 200, 300,
420, 670, 830, 950 cm) from the hanging bulb and measured
the voltage that was obtained from the electro-optical sensor
at each distance.

Results: The results of this experiment are presented in
Figure 7. These results were used to compute the linear
equation between each two consecutive points. Based on the
linear equations, we calculated the expected voltage at 300
microns and 950 microns. The results are presented in Table
II. From this data, we can determine which frequencies can be
recovered from the obtained optical measurements. A 16-bit
ADC with an input range of [-10,10] voltage (e.g., like the
NI-9223 card used in our experiments) provides a sensitivity
of:

20

216 � 1
⇡ 300 microvolts (1)

A sensitivity of 300 microvolts which is provided by a 16-bit
ADC is sufficient for recovering the entire spectrum (100-400
Hz) in the 200-300 cm range, because the smallest vibration of
the bulb (300 microns) from this range is expected to yield a
difference of 300 microvolts (according to Table II). However,
this setup cannot be used to recover the entire spectrum in
the 670-830 cm range, so an ADC that provides a higher
sensitivity is required. A 24-bit ADC with an input range of
[-10,10] voltage provides a sensitivity of:
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Audio recovered by optically observing a 
bag of chips

https://www.youtube.com/watch?v=FKXOucXB4a8&start=92
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Acoustics are another potential side 
channel

Can tell which key was pressed 
based on sound (or motion of 
the device) caused by press1

Given a small sample of 
someone typing, can 
determine which key was 
pressed based on inter-key 
timing from typing sound2

Others propose acoustics as 
an authentication scheme3

[1] Asonov, Dmitri, and Rakesh Agrawal. "Keyboard acoustic emanations." IEEE Symposium on Security and Privacy, 2004. Proceedings. 2004. IEEE, 2004.
[2] Zhuang, Li, Feng Zhou, and J. Doug Tygar. "Keyboard acoustic emanations revisited." ACM Transactions on Information and System Security (TISSEC) 13.1 (2009): 1-26.
[3] Jan, Mian Ahmad, et al. "A robust authentication scheme for observing resources in the internet of things environment." IEEE International Conference on Trust, Security and 
Privacy in Computing and Communications. IEEE, 2014.
[4] E Tromer, ‘Hardware-Based Cryptanalysis’, PhD Thesis, Weizmann Institute of Science (2007), at http://www.wisdom.weizmann.ac.il/~tromer/ papers/tromer-phd-dissertation.pdf

Acoustic emanations 
from a chip have been 
used to steal crypto 
keys4 (so has RF!)



28

If something can be observed in any way, 
there is a good chance it can be exploited

Other side channels and attacks
• Smudge and residual heat 

attacks recover pins
• Clock skews to identify devices
• Physical layer manufacturing 

imperfections identify devices
• Many, many other types of 

keystroke recovery schemes 
including vibration

• Smart watch detects activity
• Lots more

Adapted from Anderson, Ross. Security engineering: a guide to building dependable distributed systems. John Wiley & Sons, 2020.

Attack vectors
• RF
• Timing/Power
• Optical
• Acoustics
• Heat
• Vibration

Adversaries are 
clever!
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Pulse and respiration rate can be detected 
via video

https://www.youtube.com/watch?v=e9ASH8IBJ2U&t=21s
Implications if your employer knows this information?
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Wireless transmissions can reveal pulse 
and respiration rate also!

Smart Homes that Monitor Breathing and Heart Rate
Fadel Adib Hongzi Mao Zachary Kabelac Dina Katabi Robert C. Miller

Massachusetts Institute of Technology
32 Vassar Street, Cambridge, MA 02139

{fadel,hongzi,zek,dk,rcm}@mit.edu

ABSTRACT
The evolution of ubiquitous sensing technologies has led to
intelligent environments that can monitor and react to our
daily activities, such as adapting our heating and cooling sys-
tems, responding to our gestures, and monitoring our elderly.
In this paper, we ask whether it is possible for smart en-
vironments to monitor our vital signs remotely, without in-
strumenting our bodies. We introduce Vital-Radio, a wire-
less sensing technology that monitors breathing and heart rate
without body contact. Vital-Radio exploits the fact that wire-
less signals are affected by motion in the environment, in-
cluding chest movements due to inhaling and exhaling and
skin vibrations due to heartbeats. We describe the operation
of Vital-Radio and demonstrate through a user study that it
can track users’ breathing and heart rates with a median ac-
curacy of 99%, even when users are 8 meters away from the
device, or in a different room. Furthermore, it can monitor the
vital signs of multiple people simultaneously. We envision
that Vital-Radio can enable smart homes that monitor peo-
ple’s vital signs without body instrumentation, and actively
contribute to their inhabitants’ well-being.

Author Keywords Wireless; Vital Signs; Breathing; Smart
Homes; Seeing Through Walls; Well-being

Categories and Subject Descriptors H.5.2. Information
Interfaces and Presentation: User Interfaces - Input devices
and strategies. C.2.2. Network Architecture and Design:
Wireless Communication.

INTRODUCTION
The past few years have witnessed a surge of interest in ubiq-
uitous health monitoring [22, 25]. Today, we see smart homes
that continuously monitor temperature and air quality and
use this information to improve the comfort of their inhab-
itants [46, 32]. As health-monitoring technologies advance
further, we envision that future smart homes would not only
monitor our environment, but also monitor our vital signals,
like breathing and heartbeats. They may use this information
to enhance our health-awareness, answering questions like
“Do my breathing and heart rates reflect a healthy lifestyle?”
They may also help address some of our concerns by an-
swering questions like “Does my child breathe normally dur-
ing sleep?” or “Does my elderly parent experience irregular

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full cita-
tion on the first page. Copyrights for components of this work owned by others than
ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or re-
publish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from Permissions@acm.org.
CHI 2015, April 18 - 23 2015, Seoul, Republic of Korea
Copyright is held by the owner/author(s). Publication rights licensed to ACM.
ACM 978-1-4503-3145-6/15/04...$15.00
http://dx.doi.org/10.1145/2702123.2702200

(a) Inhale Motion (b) Exhale Motion
Figure 1—Chest Motion Changes the Signal Reflection Time. (a)
shows that when the person inhales, his chest expands and becomes
closer to the antenna, hence decreasing the time it takes the signal
to reflect back to the device. (b) shows that when the person ex-
hales, his chest contracts and moves away from the antenna, hence
the distance between the chest and the antenna increases, causing an
increase in the reflection time.

heartbeats?” Furthermore, if non-intrusive in-home continu-
ous monitoring of breathing and heartbeats existed, it would
enable healthcare professionals to study how these signals
correlate with our stress level and evolve with time and age,
which could have a major impact on our healthcare system.

Unfortunately, typical technologies for tracking vital signals
require body contact, and most of them are intrusive. Specif-
ically, today’s breath monitoring sensors are inconvenient:
they require the person to attach a nasal probe [19], wear a
chest band [43], or lie on a special mattress [3]. Some heart-
rate monitoring technologies are equally cumbersome since
they require their users to wear a chest strap [18], or place
a pulse oximeter on their finger [21]. The more comfortable
technologies such as wristbands do not capture breathing and
have lower accuracy for heart rate monitoring [12]. Addition-
ally, there is a section of the population for whom wearable
sensors are undesirable. For example, the elderly typically
feel encumbered or ashamed by wearable devices [20, 37],
and those with dementia may forget to wear them. Children
may remove them and lose them, and infants may develop
skin irritation from wearable sensors [40].

In this paper, we ask whether it’s possible for smart homes
to monitor our vital signs remotely – i.e., without requiring
any physical contact with our bodies. While past research
has investigated the feasibility of sensing breathing and heart
rate without direct contact with the body [17, 16, 15, 34, 27,
48, 14], the proposed methods are more appropriate for con-
trolled settings but unsuitable for smart homes: They fail in
the presence of multiple users or extraneous motion. They
typically require the user to lie still on a bed facing the device.
Furthermore, they are accurate only when they are within
close proximity to the user’s chest.

Health Sensors & Monitoring CHI 2015, Crossings, Seoul, Korea
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Vital-Radio transmits FMCW

System measures time of flight

Detects small differences in 
distance when someone breathes
Also measures heart rate!
This approach is purposefully 
trying to collect information with 
single-purpose transmission
Newer research collects data 
from data background 
transmissions

Adib, Fadel, et al. "Smart homes that monitor breathing and heart rate." Proceedings of the ACM conference on Human Factors in Computing Systems. 2015.

reflection times. Since wireless signals travel at the speed of
light, signals reflected off objects at different distances would
fall into different buckets.

However, in contrast to past work on localization, which uses
FMCW to sense the amount of power arriving from different
distances to localize the users, Vital-Radio uses the FMCW
technique as a filter –i.e., it uses it to isolate the reflected sig-
nals arriving from different distances in the environment into
different buckets, before it proceeds to analyze the signals in
each of these buckets to extract the vital signs (step 2 below).

Our implementation of FMCW follows the system in [6],
where the resolution of FMCW buckets is about 8 cm. This
has two implications:
• Reflections from two objects that are separated by at least

8 cm would fall into different buckets. Hence, two users
that are few feet apart would naturally fall into different
buckets. For example, in Fig. 2, the wall, Bob, the table,
and Alice are at different distances from our device, and
hence FMCW isolates the signals reflected from each of
these entities into different buckets, allowing us to focus
on each of them separately.

• Using FMCW as a filter also allows us to isolate some of
the limb motion from chest movements due to breathing
and heartbeats. For example, the signal reflected off the
user’s feet will be in a different bucket from that reflected
off the user’s chest. Thus, having the user move his feet
(in place) does not interfere with Vital-Radio’s ability to
extract the breathing and heart rate.

After bucketing the reflections based on the reflector’s dis-
tance, Vital-Radio eliminates reflections off static objects like
walls and furniture. Specifically, since static objects don’t
move, their reflections don’t change over time, and hence can
be eliminated by subtracting consecutive time measurements.

At the end of this step, Vital-Radio would have eliminated
all signal reflections from static objects (e.g., walls and furni-
ture), and is left with reflections off moving objects separated
into buckets.2

Step 2: Identifying Reflections Involving Breathing and
Heart Rate
After Vital-Radio isolates reflections from different moving
users into separate buckets, it proceeds by analyzing each of
these buckets to identify breathing and heart rate. For exam-
ple, in Fig. 2, we would like to identify whether the user in
bucket 2 is quasi-static and his motion is dominated by his vi-
tal signs, or whether he is walking around or moving a limb.

To do that, Vital-Radio zooms in on the signal reflection
which it isolated in the corresponding bucket. This wireless
reflection is a wave; the phase of the wave is related to the
distance traveled by the signal as follows [39]:

�(t) = 2⇡
d(t)
�

, (1)

2While unlikely, it is possible that multiple users are at the same
distance from the device and hence fall into the same bucket. To
deal with such cases, one may deploy multiple devices so that if two
users are at the same distance with respect to one device, they are at
different distances with respect to another device.
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Figure 3—Phase variation due to vital signs. The figure shows
the variations in phase due to breathing and heartbeats, where peaks
and valleys in the phase correspond to exhale and inhale motions
respectively; also, zooming in on the signal allows us to observe the
heartbeats modulated on top of the breathing motion.

where � is the wavelength of the transmitted signal, and d(t)
is the traveled distance from the device to the reflector and
back to the device. The above equation shows that one can
identify variations in d(t) due to inhaling, exhaling, and heart-
beats, by measuring the resulting variations in the phase of the
reflected signal.

To illustrate how the phase varies with vital signs, let us con-
sider the example in Fig. 1, where a user sits facing the device.
When the person inhales, his chest expands and gets closer to
the device; and when he exhales, his chest contracts and gets
further away from the device. Because the phase and the dis-
tance to a reflector are linearly related, Vital-Radio can track a
person’s breathing. Fig. 3 shows the phase of the captured re-
flection as a function of time. Specifically, a peak in the phase
corresponds to an exhale (highest distance from the device),
and a valley in the phase corresponds to an inhale (smallest
distance from the device). We note that our implementation
uses a wavelength � around 4.5 cm. According to the above
equation, sub-centimeter variations in the chest distance due
to breathing cause sub-radian variations in the phase, which
is what we observe in the figure.

Similarly, a person’s heartbeats cause minute movements of
different parts of his body. Specifically, the physiological
phenomenon that allows Vital-Radio to extract heart rate from
signal reflections is ballistocardiography (BCG). BCG refers
to movements of the body synchronous with the heartbeat due
to ventricular pump activity [36]. Past work has documented
BCG jitters from the head, torso, buttock, etc. [5, 8]. Periodic
jitters cause periodic variations in the wireless signal allow-
ing us to capture the heart rate. These movements translate
to smaller fluctuations on top of the breathing motion in the
wireless reflection as we can see from local peaks in Fig. 3.
Note that the periodicity of breathing and heartbeats is inde-
pendent of the user’s orientation. For example, if the user
has his back to the device, the valleys become peaks and vice
versa, but the same periodicity persists.

Still, an important question to answer is: what happens when
a person moves around or moves a limb, and how can Vital-
Radio distinguish such motions from breathing and heart-

Health Sensors & Monitoring CHI 2015, Crossings, Seoul, Korea

840

Other uses in 
business 
setting?



32

Channel State Information (CSI) from data 
transmissions can be a side channel
Signal sent to receiver will be 
modified by the environment
Receiver can estimate channel effects 
with preamble
Changes caused by channel can be 
used for1:
• Device-free fall detection
• Key presses on keyboard
• Gesture and smoking detection
• Identification
Backscattered background data 
transmissions can power devices 
without batteries2

[1] Ma, Yongsen, Gang Zhou, and Shuangquan Wang. "WiFi sensing with channel state information: A survey." ACM Computing Surveys (CSUR) 52.3 (2019): 1-36.
[2] Liu, Vincent, et al. "Ambient backscatter: Wireless communication out of thin air." ACM SIGCOMM Computer Communication Review 43.4 (2013): 39-50.

Data transmissions are all 
around us (all the time)
Intended for info exchange 
but can be side channel to 
infer other thingsMy prediction: many health 

devices go away in the future
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Social activities can also leak information

• Military pizza orders
• Cell phone location data can reveal

o Trips to medical specialists
o Political affiliation
o Demonstration/protest participation
o Murder suspects
o Associates

• USAF uniform story

https://www.nytimes.com/interactive/2019/04/13/us/google-location-tracking-police.html
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Agenda

1. Terminology

2. Listening devices and defenses

3. Side channel attacks

4. Hacking humans

5. Securing hardware from side channels
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The US federal government sets a standard 
for physical  security
Federal Information Processing Standards (FIPS) 140-2
Establishes requirements for computer security and interoperability

Level 1
Product grade

Ordinary snap bottle
• Limited testing 

required
• Algorithm 

compliance (AES)
• State transition 

diagrams

Level 2
Tamper evident

Tamper evident caps
Level 1 plus
• Crypto users and 

roles identified
• Must authenticate 

user’s role
• Not particularly 

useful, do not resist 
tampering

Level 3
Tamper resistant

Tamper resistant caps
Level 2 plus
• Infeasible for practical 

software unless 
protected by Level 3+ 
enclosure

• Additional, expensive 
testing required

• More user/role 
identification

Level 4
Tamper responding

PillSafe protects itself
Level 3 plus
• Protects against physical 

intrusion, side channels
• Active testing/formal 

verification
• Few devices exist (most 

from IBM)
• Can deploy in untrusted 

environmentsSource: Prof. Palmer lecture slides

35 9/29/19

FIPS 140-2 Level 4 – Tamper Responding 
analogy

The PillSafe™ stacks drug tablets next to a stable chemical 
reactant that can destroy the drugs.

Attempts to force the mechanism or penetrate the bottle cause 
instant destruction of the medication.

Tamper responding → device protects itself

See http://www.healthcarepackaging.com/archives/2007/03/futuristic_pill_container_zaps.php
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FIPS-140 Level 4 requires specialized 
hardware and extensive testing

Source: Trusted Computing Group

Trusted Platform Module (TPM)

Separate hardware for 
crypto responsible for
• Random numbers
• Key generation
• Storing platform keys

Used to be a separate 
chip installed on 
motherboard

Now baked into 
motherboard/SOC
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FIPS Level 4 requires specialized hardware 
and extensive testing

Source: Prof. Palmer lecture slides

23 20 January 2006

Inner copper enclosureInner copper enclosure

Resists
• Unintended 

emissions
• Radio Frequency 

Interference (RFI)
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FIPS Level 4 requires specialized hardware 
and extensive testing

Source: Prof. Palmer lecture slides

Tamper-sensing mesh/membrane

Detect physical intrusion 
attempts

24 20 January 2006

Tamper-sensing mesh/membrane
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FIPS Level 4 requires specialized hardware 
and extensive testing

Source: Prof. Palmer lecture slides

Outer copper shell and potting 
material

Environmental protection

25 20 January 2006

Outer copper shell and potting material
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FIPS Level 4 requires specialized hardware 
and extensive testing

Source: Prof. Palmer lecture slides

Completed assembly

FIPS-140 Level 4

26 20 January 2006

Completed assembly
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