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https://xkcd.com/1421/
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Agenda

1. Internet of Things (IoT)

2. Cyber war

3. Wrap up
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Discussion

What is the Internet of Things (IoT)?

Ubiquitous/pervasive computing?
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The Internet of Things (IoT) has been a long 
time in the making

Prof. Palmer lecture notes
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The number Internet connected devices is 
projected to skyrocket

https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/

20% 
CAGR

IoT refers to networks of 
“smart” devices with 
computation and 
communication capabilities

Data created by smart devices 
each year is projected to hit 
79 zettabytes in 2025
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Typically, IoT deployments involve three 
layers, each a potential attack vector

Perception layer
• Sensors
• Actuators
• Microcontrollers

• Frequently low 
powered (battery 
and computationally)

Application layer
Aggregate
• APIs
• Bundle data
Analyze
• Develop insights 

from data
Distribute
• Provide insights 

to users ( or 
companies)

Communication layer
Device to device
• Devices often 

communicate between 
themselves (BLE, Zibgee)

• MQTT
Gateway
• Gateway connects 

devices to cloud (Wi-Fi)
• Not needed if cellular 

enabled

Each layer is a potential 
attack vector

Hard to 
tell where 
data goes 
from here
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Discussion

If there will be many more smart devices soon
• What are some potential benefits?
• Do you have any concerns?
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A survey of nearly 1,000 tech professionals 
highlighted several concerns

https://www.statista.com/statistics/690190/iot-adoption-hurdles-and-obstacles/
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IoT can compromise Confidentiality, 
Integrity, and Availability

Confidentiality

Integrity

Availability
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Confidentiality: IoT can collect data 
without your knowledge or consent

Smart Homes that Monitor Breathing and Heart Rate
Fadel Adib Hongzi Mao Zachary Kabelac Dina Katabi Robert C. Miller

Massachusetts Institute of Technology
32 Vassar Street, Cambridge, MA 02139

{fadel,hongzi,zek,dk,rcm}@mit.edu

ABSTRACT
The evolution of ubiquitous sensing technologies has led to
intelligent environments that can monitor and react to our
daily activities, such as adapting our heating and cooling sys-
tems, responding to our gestures, and monitoring our elderly.
In this paper, we ask whether it is possible for smart en-
vironments to monitor our vital signs remotely, without in-
strumenting our bodies. We introduce Vital-Radio, a wire-
less sensing technology that monitors breathing and heart rate
without body contact. Vital-Radio exploits the fact that wire-
less signals are affected by motion in the environment, in-
cluding chest movements due to inhaling and exhaling and
skin vibrations due to heartbeats. We describe the operation
of Vital-Radio and demonstrate through a user study that it
can track users’ breathing and heart rates with a median ac-
curacy of 99%, even when users are 8 meters away from the
device, or in a different room. Furthermore, it can monitor the
vital signs of multiple people simultaneously. We envision
that Vital-Radio can enable smart homes that monitor peo-
ple’s vital signs without body instrumentation, and actively
contribute to their inhabitants’ well-being.

Author Keywords Wireless; Vital Signs; Breathing; Smart
Homes; Seeing Through Walls; Well-being

Categories and Subject Descriptors H.5.2. Information
Interfaces and Presentation: User Interfaces - Input devices
and strategies. C.2.2. Network Architecture and Design:
Wireless Communication.

INTRODUCTION
The past few years have witnessed a surge of interest in ubiq-
uitous health monitoring [22, 25]. Today, we see smart homes
that continuously monitor temperature and air quality and
use this information to improve the comfort of their inhab-
itants [46, 32]. As health-monitoring technologies advance
further, we envision that future smart homes would not only
monitor our environment, but also monitor our vital signals,
like breathing and heartbeats. They may use this information
to enhance our health-awareness, answering questions like
“Do my breathing and heart rates reflect a healthy lifestyle?”
They may also help address some of our concerns by an-
swering questions like “Does my child breathe normally dur-
ing sleep?” or “Does my elderly parent experience irregular

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full cita-
tion on the first page. Copyrights for components of this work owned by others than
ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or re-
publish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from Permissions@acm.org.
CHI 2015, April 18 - 23 2015, Seoul, Republic of Korea
Copyright is held by the owner/author(s). Publication rights licensed to ACM.
ACM 978-1-4503-3145-6/15/04...$15.00
http://dx.doi.org/10.1145/2702123.2702200

(a) Inhale Motion (b) Exhale Motion
Figure 1—Chest Motion Changes the Signal Reflection Time. (a)
shows that when the person inhales, his chest expands and becomes
closer to the antenna, hence decreasing the time it takes the signal
to reflect back to the device. (b) shows that when the person ex-
hales, his chest contracts and moves away from the antenna, hence
the distance between the chest and the antenna increases, causing an
increase in the reflection time.

heartbeats?” Furthermore, if non-intrusive in-home continu-
ous monitoring of breathing and heartbeats existed, it would
enable healthcare professionals to study how these signals
correlate with our stress level and evolve with time and age,
which could have a major impact on our healthcare system.

Unfortunately, typical technologies for tracking vital signals
require body contact, and most of them are intrusive. Specif-
ically, today’s breath monitoring sensors are inconvenient:
they require the person to attach a nasal probe [19], wear a
chest band [43], or lie on a special mattress [3]. Some heart-
rate monitoring technologies are equally cumbersome since
they require their users to wear a chest strap [18], or place
a pulse oximeter on their finger [21]. The more comfortable
technologies such as wristbands do not capture breathing and
have lower accuracy for heart rate monitoring [12]. Addition-
ally, there is a section of the population for whom wearable
sensors are undesirable. For example, the elderly typically
feel encumbered or ashamed by wearable devices [20, 37],
and those with dementia may forget to wear them. Children
may remove them and lose them, and infants may develop
skin irritation from wearable sensors [40].

In this paper, we ask whether it’s possible for smart homes
to monitor our vital signs remotely – i.e., without requiring
any physical contact with our bodies. While past research
has investigated the feasibility of sensing breathing and heart
rate without direct contact with the body [17, 16, 15, 34, 27,
48, 14], the proposed methods are more appropriate for con-
trolled settings but unsuitable for smart homes: They fail in
the presence of multiple users or extraneous motion. They
typically require the user to lie still on a bed facing the device.
Furthermore, they are accurate only when they are within
close proximity to the user’s chest.

Health Sensors & Monitoring CHI 2015, Crossings, Seoul, Korea

837

Collecting respiration 
and heart rate
• Vital Radio project 

used wireless 
signal to detect 
respiration and 
heart rate

• Could work 
without subject’s 
knowledge or 
consent

Adib, Fadel, et al. "Smart homes that monitor breathing and heart rate." Proceedings of the ACM conference on human factors in computing systems. 2015.

What if health data collected at work shared 
with insurance company?

Others have tried to use wireless signals as a 
biometric!
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Integrity: Implanted medical devices can be 
remotely instructed to deliver a shock

Commercial Software radio Software radio Primary
programmer eavesdropper programmer risk

Determine whether patient has an ICD 4 4 4 Privacy
Determine what kind of ICD patient has 4 4 4 Privacy
Determine ID (serial #) of ICD 4 4 4 Privacy
Obtain private telemetry data from ICD 4 4 4 Privacy
Obtain private information about patient history 4 4 4 Privacy
Determine identity (name, etc.) of patient 4 4 4 Privacy
Change device settings 4 4 Integrity
Change or disable therapies 4 4 Integrity
Deliver command shock 4 4 Integrity

TABLE I
RESULTS OF EXPERIMENTAL ATTACKS. A CHECK MARK INDICATES A SUCCESSFUL IN VITRO ATTACK.

goal of understanding and addressing the potential security
risks of ICDs before future ICDs and other IMDs become
more complex and the potential security and privacy risks to
patients increase. However, we also firmly believe in disclosing
this information in an ethical manner that fully considers the
well-being of patients. We specifically and purposefully omit
details that would allow someone to use this article as a guide
for creating attacks against ICDs.

Paper organization. Section II gives a brief introduction
to ICDs, describes the security model we consider in this
work, and summarizes related work. Section III discusses
the process of intercepting and reverse-engineering an ICD’s
wireless communications, beginning with RF signal analysis
and culminating in readable plaintext. Section IV discusses
replay attacks that compromise device integrity by changing
stored information or therapy settings. Section V extends the
discussion of zero-power defenses into the realm of device
design. Finally, Section VI offers concluding remarks.

II. BACKGROUND, MODEL, AND RELATED WORK

This section summarizes the characteristics and medical
usage of a modern implantable cardioverter defibrillator. It also
introduces some of the equipment we used in our analyses.
Following this introduction, we construct a security model that
classifies potential adversaries in terms of their capabilities.
Finally, we summarize previous research that motivates and
informs the methods and results of this work.

A. Implantable Cardioverter Defibrillators (ICDs)

An implantable cardioverter defibrillator (ICD) is a device
that monitors and responds to heart activity. ICDs have modes
for pacing, wherein the device periodically sends a small
electrical stimulus to the heart, and for defibrillation, wherein
the device sends a larger shock to restore normal heart rhythm.
A physician surgically implants the ICD below the patient’s
clavicle and close to the skin (Fig. 1). The physician also
implants electrical leads that connect the ICD to the heart
muscle. Post-surgery, a health care practitioner can use an
external programmer to perform diagnostics, read and write
private data, and adjust therapy settings. A malfunctioning or
maliciously configured ICD could harm a patient in multiple

Fig. 1. Chest xray image of an implanted ICD (top right, near shoulder,
solid outline) and electrical leads connected to heart chambers (center of rib
cage, dotted outline).

ways, including by inaction (failure to deliver treatment when
necessary) or by extraneous action such as a command shock
when the heart is beating normally.

Magnetic switch. Inside the ICD is a magnetic switch.
A magnetic field in proximity to this switch causes it to
close, which in turn causes the ICD to wirelessly transmit
telemetry data, including electrocardiogram (EKG) readings.
(We discovered, however, that we can activate transmission of
telemetry on our ICD solely with an RF command and without
the presence of a magnet; see Section IV.) In a clinical setting,
the magnetic field comes from a magnet in the programming
head, which is the component of the programmer that is placed
in proximity to a patient’s implanted ICD. At the surface of
one programming head we measured this magnet at 700 gauss.

Wireless communications. Our ICD wirelessly communicates
with the external programmer using the 175 kHz band, which
is intended for short-range communications. Newer ICDs
can communicate at both the 175 kHz frequency and in

This paper, copyright the IEEE, will appear in the proceedings of the 2008 IEEE Symposium on Security and Privacy. 3

Pacemaker implanted into 
a patient’s chest

Gollakota, Shyamnath, et al. "They can hear your heartbeats: non-invasive security for implantable medical devices." Proceedings of the ACM SIGCOMM  conference. 2011.

Programmer 
can send 
commands to 
pacemaker

So can a cheap Software 
Defined Radio

Older IMDs did not 
authenticate programmer
New ones do
Shield could help
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Integrity: Deep fakes are becoming 
increasingly realistic

https://www.youtube.com/watch?v=bE1KWpoX9Hk
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Availability: Devices in a botnet can act 
together to cause major disruption

Command 
& Control 

LoaderReport 
Server

Devices

Infrastructure

Attacker

DDoS Target

��Send command

��Dispatch

� Attack

 �Report

��Scan

���Load� ��Relay

Victim

Bots

Figure 2: Mirai Operation—Mirai bots scan the IPv4 address
space for devices that run telnet or SSH, and attempt to log in us-
ing a hardcoded dictionary of IoT credentials. Once successful,
the bot sends the victim IP address and associated credentials to
a report server, which asynchronously triggers a loader to infect
the device. Infected hosts scan for additional victims and accept
DDoS commands from a command and control (C2) server.

listened for attack commands from the command and con-
trol server (C2) while simultaneously scanning for new
victims.

Malware phylogeny While not directly related to
our study, the Mirai family represents an evolution of
BASHLITE (otherwise known as LizardStresser, Torlus,
Gafgyt), a DDoS malware family that infected Linux
devices by brute forcing default credentials [86]. BASH-
LITE relied on six generic usernames and 14 generic pass-
words, while the released Mirai code used a dictionary
of 62 username/password pairs that largely subsumed
BASHLITE’s set and added credentials specific to con-
sumer routers and IoT devices. In contrast to BASHLITE,
Mirai additionally employed a fast, stateless scanning
module that allowed it to more efficiently identify vulner-
able devices.

3 Methodology

Our study of Mirai leverages a variety of network vantage
points: a large, passive network telescope, Internet-wide
scanning, active Telnet honeypots, logs of C2 attack
commands, passive DNS traffic, and logs from DDoS
attack targets. In this section, we discuss our data sources
and the role they play in our analysis. We provide a
high-level summary in Table 1.

3.1 Network Telescope

Mirai’s indiscriminate, rapid scanning strategy lends it-
self to tracking the botnet’s propagation to new hosts. We
monitored all network requests to a network telescope [9]
composed of 4.7 million IP address operated by Merit
Network over a seven month period from July 18, 2016
to February 28, 2017. On average, the network telescope
received 1.1 million packets from 269,000 IP addresses
per minute during this period. To distinguish Mirai traffic
from background radiation [94] and other scanning ac-
tivity, we uniquely fingerprinted Mirai probes based on
an artifact of Mirai’s stateless scanning whereby every
probe has a TCP sequence number—normally a random
32-bit integer—equal to the destination IP address. The
likelihood of this occurring incidentally is 1/232, and we
would expect to see roughly 86 packets demonstrating
this pattern in our entire dataset. In stark contrast, we
observed 116.2 billion Mirai probes from 55.4 million IP
addresses. Prior to the emergence of Mirai, we observed
only three IPs that perform scans with this fingerprint.
Two of the IP addresses generated five packets; two on
TCP/80 and three on TCP/1002. The third IP address be-
longs to Team Cymru [1], who conducts regular TCP/443
scans.

We caution that the raw count of IP addresses seen
scanning over time is a poor metric of botnet size due to
DHCP churn [87]. To account for this, we tracked the size
of the botnet by considering the number of hosts actively
“scanning” at the start of every hour. We detected scans
using the methodology presented by Durumeric et al. [23],
in which we group packets from a single IP address in
a temporal window into logical scans. We specifically
identified scans that targeted the IPv4 address space at an
estimated rate of at least five packets per second, expiring
inactive scans after 20 minutes. We geolocated IPs using
Maxmind [61].

3.2 Active Scanning

While Mirai is widely considered an IoT botnet, there
has been little comprehensive analysis of infected devices
over the botnet’s entire lifetime. In order to determine the
manufacturer and model of devices infected with Mirai,
we leveraged Censys [22], which actively scans the IPv4
space and aggregates application layer data about hosts on
the Internet. We focused our analysis on scans of HTTPS,
FTP, SSH, Telnet, and CWMP between July 19, 2016 and
February 28, 2017.

A number of challenges make accurate device labeling
difficult. First, Mirai immediately disables common out-
ward facing services (e.g., HTTP) upon infection, which
prevents infected devices from being scanned. Second,
Censys scans often take more than 24 hours to complete,

USENIX Association 26th USENIX Security Symposium    1095

Mirai botnet

Antonakakis, Manos, et al. "Understanding the Mirai botnet." USENIX Security Symposium. 2017.

Partial Mirai password list
From Antonakakis, M., et al.: Understanding the Mirai botnet.  
In: 26th USENIX Security Symposium (USENIX Security 2017) (2017)

Many devices were vulnerable 
due to  default credentials

Mirai quickly compromised 
hundreds of thousands  of devices
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Availability: Devices in a botnet can act 
together to cause major disruption

Distributed Denial of 
Service (DDOS) attack
• DNS provider Dyn

was flooded with 
traffic in 2016

• Dyn servers 
overwhelmed

• Users unable to 
access web sites

Mirai and variants are still alive today
• In 2019 researchers discovered Mirai with updated functionality
• Malware authors used TOR Network for anonymity
https://gbhackers.com/most-dangerous-iot-malware-mirai-now-using-cc-server-in-the-tor-network-for-anonymity/

Mirai botnet
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Agenda

1. Internet of Things (IoT)

2. Cyber war

1. Internet of Things (IoT)

2. Cyber war

3. Wrap up
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Five important ways the cyber threat is 
different from traditional warfare

1. The most powerful is the most vulnerable

2. The government cannot go it alone

3. The attack surface is huge

4. Victims often don’t know they are victims

5. Warning and decision times are flipped

Adapted from Amy Zegart, Co-director of Stanford’s Center for International Security and Cooperation https://www.youtube.com/watch?v=JSWPoeBLFyQ

Also, the targets can be different!
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Some possible cases of cyber war: Estonia 
attacked with denial of service

Estonia
• 2007
• Possibly first instance 

of cyber war
• State websites taken 

down in DOS attack 
after altercation with 
Russia

Russia suspected, but no definitive evidence
NATO did not declare attacks an act of war
Others did!

How can we tell 
where an attack 
originated?

Adapted from Security in Computing by Pfleeger, Pfleeger, and Margulies
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Some possible cases of cyber war: Iran 
attacked with Stuxnet

Iran
• 2009 
• Nuclear enrichment 

plan hit by USB-borne 
virus

• Virus extremely 
sophisticated, used 
several zero-day 
vulnerabilities

• Destroyed uranium 
enrichment 
centrifuges

U.S. and Israel suspected

Adapted from Security in Computing by Pfleeger, Pfleeger, and Margulies
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Some possible cases of cyber war: U.S. 
OPM records exfiltrated

U.S.
• 2013 - 2015 
• U.S. Office of Personnel 

Management (OPM) discovered 
millions of SF-86 security 
background check forms exfiltrated

• Forms contained highly sensitive 
data on U.S. citizens applying for 
government jobs

China suspected

https://www.csoonline.com/article/3318238/the-opm-hack-explained-bad-security-practices-meet-chinas-captain-america.html

Is this war or espionage?



21

Some possible cases of cyber war: Sony 
Pictures private data released

Company: Sony Pictures
• 2014
• Sony Pictures made a comedy 

movie called “The Interview” 
depicting the assassination of 
North Korea’s leader Kim Jong Un

• Sony Pictures data exfiltrated
• Movie scripts
• Salaries
• Embarrassing emails

• Attackers threatened physical 
violence at movie theaters

North Korea suspected

https://www.vox.com/2015/1/20/18089084/sony-hack-north-korea

What about when a company is suspected 
of being attacked by a nation?
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Some possible cases of cyber war: 
SolarWinds supply chain attack

Company: SolarWinds
• 2020
• SolarWinds makes a network 

monitoring platform called Orion
• Orion used by thousands of large 

organizations
• 425 out of U.S. Fortune 500
• U.S. government agencies such 

as State Department, Treasury, 
DoD

• Malicious trojan code inserted into 
Orion’s code base

• Executable code distributed to 
SolarWinds customers

Russia suspected

https://www.csoonline.com/article/3601508/solarwinds-supply-chain-attack-explained-why-organizations-were-not-prepared.html
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Several countries have been linked to 
possible cyber war events

Offender Victim

Prof Palmer lecture notes and https://csis-prod.s3.amazonaws.com/s3fs-public/ 190904_Significant_Cyber_Events_List.pdf

Number of incidents
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Discussion

When is an attack on the cyber infrastructure considered an act 
of war?  Are there different types of cyber attack?

How should a country retaliate from a cyber attack?

Is cyber space a separate domain of war; different from land, 
sea, or air combat?

Autonomous weapons: should humans always be in the loop?
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The warrior of the future may look 
different from the warrior of the past

Prof. Palmer lecture notes
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There is reason for optimism

Your generation is more tech-savvy that the past

You understand how things work and (sometimes) where 
data goes 

People are thinking about privacy and security issues more 
now than in the past
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Agenda

1. Internet of Things (IoT)

2. Cyber war

1. Internet of Things (IoT)

2. Cyber war

3. Wrap up
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This class is about security and privacy; we 
will consider considered seven major topics

Seven main topics for the course:
1. Adversaries

2. Cryptography

3. Common attacks

4. Defensive tools

5. Security operations

6. Privacy and the law

7. The future
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Look for a way to say yes
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Should humans be in the loop?

https://www.youtube.com/watch?v=9CO6M2HsoIA&t=318s
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